Abstract-Cardiovascular disease (CVD), especially coronary artery disease (CAD) is a leading cause of human morbidity and mortality. CVD involves blockage in the heart or blood vessels (arteries, capillaries and veins). Different techniques are used to check the condition and blockage in the heart. Electrocardiogram (ECG) is one of the medical techniques employed to monitor heart performance and used for the detection of different arrhythmias. Secured transmission of ECG system has transpired as a prospective solution to help the medical practitioner to check the patient's heart condition; either the heart is working normally or has some abnormalities like tachycardia or bradycardia. This study aims to design and develop security enhanced ECG system for secure and privacypreserving, ECG diagnosing and ECG visualization. The QRS complex method will be used in this work to diagnose the acquired ECG signal. The result obtained from QRS complex method is used to display a healthy or unhealthy patient's condition. The system will alert for further diagnosis if the condition is critical, so it will help medical practitioner for further detection of arrhythmias and medical researcher for further studies. The security and privacy features of the system protect the authenticity and confidentiality of the patient's medical data and are implemented using security enhancing techniques. This problem will be solved by encrypting the signals, using the proposed fully homomorphic encryption (FHE) technique. This study demonstrates contributions by applying these ideas to two classical problems on the natural algorithm calculation and signal processing.
INTRODUCTION
Cardiovascular disease is the most common disease. According to the world health organization (WHO), CVD takes the lives of 17.7 million people every year, 31% of all global deaths.
The potential difference caused by heart activity can be measured using ECG waves. The electrodes are used to calculate the electrical current of the heart from the body surface and this tracing is called an ECG. The pairs of 10 electrodes are placed on the body surface one on each hand and one on each leg. Remaining six electrodes are placed at defined location on the chest. These electrodes are used to measure the potential difference generated the heart. The electrode leads are directly connected to the ECG machine. There are two types of ECG leads i.e, Unipolar leads and bipolar leads. In Bipolar leads, electrical potentials are measured between a single positive and negative electrode (e.g., standard limb lead). In unipolar leads, the potential is measured between a single positive electrode and combination of the other electrodes that are served as a negative electrode (e.g., augmented leads and chest leads). The final tracing from all the leads simultaneously recording is the 12 lead ECG (i.e., lead I, lead II, lead III. AVR, AVL, AVF, V1, V2, V3, V4, V5, V6). These leads are used to diagnose different arrhythmias. The lead between the two arms is Lead II. Lead II is the most common lead, which is equal to lead I plus lead III. The output of Lead II can be shown in Fig.1 . The user will need to create these components, incorporating the applicable criteria that follow. Fig. 1 shows one cardiac cycle (heartbeat) consists of a P wave, a QRS complex, a T wave and a U wave which is normally visible in 50 to 75% of ECGs. The isoelectric line which is the baseline voltage of the ECG measures the portion of the tracing following the T wave and preceding the next P wave. ECG signal diagnosis and analysis plays an important role in the detection of different arrhythmias. Different algorithms are used for ECG interpretation. Normally, heart attacks happen suddenly so, continuous monitoring of the heart is required. Similarly, Healthcare database security is one of the biggest risks faced by patients and providers. Protecting and securing all this data has never been more critical. The Office of Civil Rights reports that in 2015, more than 112 million patient records were compromised. Since then, cybercriminals have become even more aware of the value of healthcare records [1] .
This crisis in the healthcare industry requires innovative solutions. One innovative solution may be a less structured, that is backup and recovery. However, many variants delete shadow copies and some even detect file recovery software [2] . The study, aims to design and develop security enhanced ECG system. The security and privacy features of the system protect the authenticity and confidentiality of the patient's medical data and are implemented using security and privacy enhancing techniques. This is to prevent mistreatments and secure the patient's data for further diagnosis. HE can provide a novel solution to some of these trade-offs, at a cost that is minimal compared to such outcomes.
II.
BACKGROUND STUDY

A. QRS Complex detection
The QRS complex reflects the rapid depolarization of the right ventricle and the left ventricle. The amplitude of the QRS complex is much larger than the P-wave and compared to the atria they have large muscle mass. The duration cycle of QRS complex is 80 to120ms. The study helps the medical practitioner, students and researcher to diagnose and understand a big number of signals in an efficient way and secure the ECG signal so that the saved data are secured at one place and an only authentic person can see and use this data for further diagnosis. Different researchers used QRS complex method for the diagnosis of ECG arrhythmias.
B. Homomorphic encryption technique
For the security of the signal encryption technique, FHE technique is used. This technique will encrypt the two points in the signal and only can be decrypted by using the ciphertext or decryption key. The applications of FHE are healthcare industry, national security, genomics, education etc. It is essential to ensure the security and privacy of the data [2] . By data security, it is referring to the authentication of data during transmission, reception as well as in the repository of the base station to prevent false data injection and unauthorized modifications to the data, and to verify a patient's identity before data access [2] . In summary, data privacy and utility needs of healthcare organizations, particularly small ones, currently require unappealing tradeoffs, sometimes with disastrous outcomes for both organizations and their patients. FHE can provide a novel solution to some of these trade-offs, at a cost that is minimal compared to such outcomes.
III.
RELATED WORKS Alsharqi et.al proposed a wireless healthcare monitoring system using a wireless Zigbee network that can monitor ECG and is used for diagnosis [3] . However, the system lacks selfdiagnostic ability and patient's data are not authenticated on the server side and the system is not secured.
Gupta developed an ECG telemetry that is widely used to provide healthcare services among rural and urban areas, where the number of medical practitioner and medical facilities are less [4] . They used two telemetry modes one is real-time interactive mode and the other one is store and forward data mode. The drawback of this algorithm is that there is no security of the signal and patient's data is not secured.
Mirtajaddini proposed a new algorithm for the detection of tachyarrhythmia and bradyarrhythmia that provides better results than the previous methods for medical student's studies [5] . As compared to other approaches, this algorithm is the most effective technique to understand the ECG interpretation. In addition, ECG interpretation helps the medical researcher for further diagnosis. Different methods are available to assist medical practitioner to improve ECG interpretation skills. Still needs to develop more algorithms for better and easy understanding of ECG interpretation for medical researcher or students.
Peterkova proposed two chosen algorithms that are ECG QRS wave detector and the Pan and Tompkins algorithm [6] . Both algorithms are used to detect QRS complex from the raw ECG signals. The system can help the cardiologists in decision making but still needs to focus on the extraction of other parameters like T and Q wave. The downsides of this system are it does not have any self-diagnostic capability and there is no assurance that the patients' data are authenticated the server side.
Our research covers a bigger scope than the Peterkova and Mirtajaddin research. First, investigating the QRS wave detector algorithm in order to distinguish between different QRS detection method and ECG analysis. Furthermore, the sensitivity and predictivity between different QRS detection techniques are evaluated. Second, to encrypt the ECG signal by using homomorphic encryption technique. This could help to address the balance of risk and utility in information sharing for some application in the healthcare industry.
IV. METHODOLOGY
The study intends to design secured transmission of ECG system for secure preserving ECG acquisition, diagnosing, visualization and storing. The system is user-friendly system so that the medical practitioner and researchers can use it easily and it will help them for their further studies and further diagnosis. The study is divided into two stages.
A. ECG signal diagnosis:
ECG signals were obtained from MIT-BIH Arrhythmia database with 360Hz sampling frequency [7] . After processing the raw ECG signal the system will be capable of performing ECG signal diagnosis and then display the result on the screen. If the result is critical, the system will alert the researcher or medical practitioner for further diagnosis.
The QRS complex method is used for the detection of ECG signal diagnosis. Pan and Tompkin algorithm for QRS complex detection is used due to higher sensitivity and predictivity. The algorithm also can be easily modified to process the ECG signal at different sampling rates and gives a good performance. (2) is the low passed ECG, x(3) is the band passed ECG, x(4) is the differentiated ECG, x(5) is the squaring output, x(6) is the window integrated output. Modified [8] The signal-to-noise ratio increase, after the ECG signal, has passed through the band pass filter stage x(3). This permits the use of thresholds that are just above the noise peak levels. Thus, the overall sensitivity of the detector improves. Whereas, signal peaks are defined as those of the QRS complex, while noise peaks are those of the T waves, muscle noise, etc. After the determination of the QRS complex the point which shows the location of R points were determined. The cardiac cycle (RR) interval was obtained and Heart rate has calculated. The dotted line in Fig. 2 shows the operation done by using the encrypted values and after decrypted can get the result in the form of the heart rate.
B. Encryption Technique:
Since patient's data plays a vital role in medical diagnosis and treatment, at the same time medical data is personal to each patient. Authentication of data is important to ensure that the patient will not be wrongly treated due to incorrect medical data. For the security of signal, we intend to use the FHE technique. The FHE represents a group of semantically secure encryption functions that allows certain algebraic operations on the plaintext to be performed directly on the ciphertext. By using this method we will encrypt and decrypt the ECG signal so that only the medical practitioner can understand the result. Fig. 3 . Privacy-protected version of the signal processing algorithm. [9] .
After the squaring output x(5) and moving window integrated output x(6), the encryption-decryption algorithm for two points x(5) and x(6) has been used. By encrypting the signal x(5) and x(6) the value of the threshold will be change and do the further steps with an encrypted result. Fig.3 . demonstrate the steps of the homomorphic encryption-decryption algorithm. The result obtained after the decryption is used to display normal or irregular heart rate. If the heart rate is below 60bpm or above 100bpm the heart rate is abnormal or irregular heartbeat. If the heart rate is abnormal the system will display the result in the form of bradycardia (slow heart rate, less than 60bpm) or tachycardia (fast heart rate, greater than 100bpm), so it will help the medical practitioner for further diagnosis and medical researcher for further studies. Fig. 4 shows the result after filtering, derivative and squaring. The R peak was detected if the calculated moment exceeds the threshold. The R to R interval can help to calculate the heartbeat which is beat per minute. 
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Homomorphic Encryption encrypted and decrypted so that only the medical practitioner can understand the result. To secure the ECG signal, the FHE algorithm is used on two threshold points. The encrypted threshold points change the signal so that no one can understand the signal. The idea and the system designed in this research can also be used for the diagnosis and to analyze other medical devices like electro mammogram, electroencephalogram (EEG) and electromyogram (EMG). The security parameter in this study will help to secure the medical data so that the data is not lost and to keep patient's information in one place.
